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WSO2 APl Manager
. 3 GHz Dual-core Xeon/Opteron (or latest)
- 4 GBRAM (2 GB for JVM, 2 GB & A|AH))
- 10GB Z2| C|A3 AH0|A
o~ XA QFAE - 2 Cores. &2 concurrencies 2F 45 ERA| - 4 Cores.
ClA3 AO|AL IHY %*EE e HAMo| E AER|X]| R—_r”\fs”)ﬂ (e} & ol off, 3742l WSo2 M| &
CIAHAE 1740 Ao Y 5 42, 4 GHz CPU, 8 GB RAM (2 GB 2B A|AHl, 6 GB (2 GB /WSO2 N|&
QIAEIA 17H)) 3430 GB o Z=2| AW|0]A QT E.
Physical
WSO2 APl Manager Analytics
o XA Q7 AR :one CPU with 2 cores.
o HE ALY ~ 4 GB minimum RAM
* ~ 2 GB heap size.
MH AEFEQYS 28 2| A& @ F A2 2 GB heap (-Xms). Z|C heap size & 4 GB (-Xmx)
« ~1GB X2 023 S7H (21 Db D GIO|HH|0| A8 St M 2)
2 compute units minimum (Z 7 %2 1.0-1.2 GHz Opteron/Xeon processor)
* 4 GB RAM
« 10 GB free disk space
« One CPU unit 2FA|AH], one CPU JVM.
VM (Virtual
Machine) 3702 WSo2 M| E QIAEHAE 1742 A0 2E5HH 4 compute unit2| VM, 8 GB RAM, X 30 GB free space

278

~ 512 MB heap size. This is generally sufficient to process typical SOAP messages but the requirements vary
with larger message sizes and the number of messages processed concurrently.
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« 1c5large QIAEHA

l _ . e
« 3702 WSo2 M E QIAEAE 1 EC2 Extra-Large instance Ol A 2 7ts. c5.large instance?| 1700 2t o 2

EC2 QIAEHA ALE HE E (c5.xlarge).
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DB type
AM Database Shared Database

MySQL 1GB 1GB
Oracle 1GB 1GB
MssQL 1GB 1GB
Oracle RAC 1GB 1GB
PostgreSQL 1GB 1GB
IBM DB2 1GB 1GB
MariaDB 1GB 1GB
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Apache Ant

To comiile and run the product samples in -

1.7.0 or later

Apache Ant

Web Browser

To access the Management Console. The Web
browser must be JavaScript enabled to take full
advantage of the Management console.

7 Note

On Windows Server 2003, you must not go below the
medium security level in Internet Explorer 6.x.

O==NUp


http://ant.apache.org/
https://apim.docs.wso2.com/en/3.2.0/install-and-setup/install/running-the-product/
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1. Oracle Java SE Development Kit (JDK) H{® JDK 11 E£&= 1.8 dX| 2
CHS

8 £
JAVA_HOME environment variable 27. |JAVA_HOME 2t A3
o)

iM= CHE0M

K& 3.2.0 C}24HHT]

3. /bin CI[HEC|0|AM HME 2tPI2 = WSO2 APl Manager A|%F B! Ct& HHE ASH
wsoZ2server.bat --run (for Windows) or sh wsoZ2server.sh (for Linux.)

. =X

1. APl HEZ|MOA API ‘E M Sl mE2|A

2. MEA ZLEHO|IM API 7= S 7| Md

3. MMEl 7|2 APl B E
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http://java.sun.com/javase/downloads/index.jsp
https://apim.docs.wso2.com/en/3.2.0/install-and-setup/install/installing-the-product/installing-the-binary/installing-on-linux-or-os-x/
https://wso2.com/api-management/
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1
1. API Publisher https://localhost:9443/publisher 0| A admin/ admin 12!

PUBLISHER

Welcome to WSO2 APl Manager

o WSO2 API Publisher enables API providers to publish APIs, share documentation, provision APl keys and gather feedback on features, quality and usage. To get started, Create an APl or

[ comenawser | [ S ospoysarpien]

2. APl MA

mock REST & O[&5}0f APl &g A%,
A mock service with a JSON response {"hello": "world"} is provided by default when you use the
service URL as (http://run.mocky.io/v2/5185415ba171ea3a00704eed) that appears in

the https://designer.mocky.io/ mock service. Note that we are using the HTTP protocol instead of
HTTPS.

Optionally, to test this service, copy the service

URL http://run.mocky.io/v2/5185415ba171ea3a00704eed and navigate to it on a new browser. You
should see the following JSON message.

{"hello": "world"}

@P -_ OPENth


https://localhost:9443/publisher
https://designer.mocky.io/
http://run.mocky.io/v2/5185415ba171ea3a00704eed

e,

A O re)
4, X 5 M

3. Create New API > Design a new REST API = &

Welcome to WSO2 APl Manager

WSO2 API Publisher enables API providers to publish APIs, share documentation, provision API keys and gather feedback on features, quality and usage. To get started, Create an APl o

Design a New REST API
Design and prototype a new REST API

| Have an Existing REST API
Use an existing OpenAPI definition file or URL

| Have a SOAP Endpoint
Use an existing SOAP or import the WSDL

| Have a GraphQL SDL schema
Import a GraphQL SDL schema

Design New WebSocket API
Design and prototype a new WebSocket API

On=nlp



D .
4, X 5 M
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HelloWorld

1.0.0

ng:
Use the HTTP protocol because to use HTTPS you need to import
the https://designer.mocky.io/ certificate into WSO2 APl Manager.

Gold, Bronze

O==Nlp



http://run.mocky.io/v2/5185415ba171ea3a00704eed
https://designer.mocky.io/
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Create an API

Create an API by providing a Name, a Version, a Context, Backend Endpoint(s) (optional), and Business Plans (optional).

Name™

HelloWorld

Context™ Version™
/hello 1.0.0

API will be exposed in /hello/1.0.0 context at the gateway

Endpoint

http://run.mocky.io/v2/5185415ba171ea3a00704eed

Business plan(s)

Bronze, Gold

Select one or more throttling policies for the API

Cancel

* Mandatory fields

O==Nlp



]
4. 23X 8l A

T

5. 89 S MEEY HE
Developer Portal 0] A
7¢ Z=H|E.

O=2=NUp



D .
4, X 5 M

-

2CHA — APl 25

1. Developer Portal 244!

https://localhost:9443/devportal

IS 2|4 El HelloWorld API = Developer Portal9| Ct21 20| 2 ¢

O,DEVELOPER

HellowWorld
:).((:)a;mm /hello
*hhkKh
2. 219 ¥ admin/admin 22 78X} =& M2
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https://localhost:9443/devportal

3. AP MY

s

- 0
o verson
B e

8 brovder
B technical Owner

Or  KeyManagers

S eng

LESS =

Subscriptions

subseriptions

Comments 0of0

Mo Camments et

SHOW MORE >>

Documents

Na Documents Avallable

SHOW MORE >+

6 Helloworld

Al
Nt fed
100
el on
admin
AllApplieable
o
b Production and Sandhox v

Resources

- - D G CD G

TEST

SDK Generation

= ¢
L 2 Js

If you wan to eresta a software application to consume the subseribad APIs, you can generate
client side SDK for a supported language/ramework and use It as 2 start point to write the software
application.

SHOW MORE >>
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Subscriptions

Subscriptions
Subscription enables you to receive access tokens and be authenticated to invoke this API.

SUBSCRIBE

No application subscriptions.

O=2=NUp




Su bSC ri ptl ONS | @) suBSCRIPTION & KEY GENERATION WIZARD

An application is primarily used to decouple the consumer from the APIs. It allows you to generate and use a single key for multiple APIs and subscribe multiple times to a single API with different SLA levels.

Subscribe

Subscribe to an application and generate credentials

Application Throttling Policy
DefaultApplication e Bronze -
Select an Application to subscribe Available Policies - Bronze,Gold

SUBSCRIBE

3) OAuth2.0 O{Z2[# 0| d-d

o ) Subscription & Key Generation Wizard
Application Name Greetings

‘ Create application e Subscribe to new application e Generate Keys

Per Token Quota 50PerMin

Application Name *
[Greenngs
Toker'l T}fpe JWT Enter a name to identify the Application. You will be able to pick this application when subseribing to APls

Per Token Quota. *

50PerMin e

Assign API request quota per access token. Allacated quata will be shared ameng all the subscribed APIs of the application

Application Description

Describe the application

oo [0

o Generate Access Token

° Copy Access Token

On=nlp
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4) O} Z2|7|0| S APIO| T+= &7 (Greetings &1 HelloWorld APl 41EH)

Subscription & Key Generation Wizard

@ create application @ subscribe to new application © Generate Keys @ Generate Access Token © copy Access Token
Application
Greetings A

Select an Application to subscribe

Throttling Palicy

Bronze e

Awailable Policies - Bronze,Gold

CANCEL NEXT

1l

5) Greetings OAuth2.0 O] Z2|A0| o] A=A d Md, Z=2EF F2

Subscription & Key Generation Wizard

° Create application ° Subscribe to new application ° Generate Keys ° Generate Access Token o Copy Access Token
Key Configuration
Default
These configurations are set for the purpose of the wizard.You have Key Manager
5 This is Key Manager

mare control over them when you go to the application view.

Enviranment Sandbox

Token Endpoint https://localhost:9443/oauth2/token

Revoke Endpoint https://localhost:9443/0auth2/revoke

User Info Endpoint

Grant Types Refresh Token, SAML2, Password, Client Credentials, IWA-NTLM, Device Code, Code, JWT,

CANCEL NEXT

——1 Oo=nbe
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Subscription & Key Generation Wizard
° Create application ° Subscribe to new application ° Generate Keys ° Generate Access Token o Copy Access Taken

Generate Access Toke for SANDBOX environment

Scopes

When you generate access tokens to APIs protected by scope/s, you can select the scope/s and then generate the token for it. Scopes enable fine-grained access control to API resources based on user roles. You define scopes to an APl resource. When a user invokes the AP, his/her OAuth 2
bearer token cannot grant access to any AP resource beyond its associated scapes.

CANCEL NEXT

7) Copy 225I0] HMA EZ Y

o O

Subscription & Key Generation Wizard

° Create application ° Subscribe to new application ° Generate Keys ° Generate Access Token ° Copy Access Token

ﬁ Please Copy the Access Token

Please copy this generated token value as it will be displayed only for the current browser session. ( The token will not be visible in the Ul after the page is refreshed. )

Access Token  eyJ4ANXQiOiJNell4TW1Ga09HWXdNVOkwWIdObUSEY3hORTIBWWINNFpUQTNNVOkyTkRBelpHUXpOROOWWkdSbESGSmtPREZrWkRSaUSURMINVOZoT XpV

MIpHVmMxOZylIsimtpZCI6lk16WXhNbUZrT0dZd01XSTBaV05tTkRjeESHWXdZbUOOWIRBMO1XSTJOREFEWkdRek5HT TBaR1JsTmpKa09ERmtaRFJPT1IRGa01XR
mhNelUyWkdWbESnX1JTMjU2liwi¥WxnljoiUIMyNTYifQ.eyJzdWIiQiJhZG1pbkBjY XJib24uc3VwZXIILC JhdWQIOiJMdGZfXOFXVzFXZUg2NXFuZkZiSOhsbDB5R
mdhliwibmJmiljoxNTk2MDE3NDI5LCJhenAiQiJMdGZXOFXVzFXZUg2NXFuZkZiSOhsbDB5Rmdhliwic2NveGUiOiJhbVOhecHBsaWNhdGIvb|9zY29wZ SBKkZWZhd
Wx0liwiaXNzljoiaHROCHMBXC9cl 2xvY2FsaG9zdDobNDQzXCOvYXV0aDJcL3Rva2VuliwiZXhwljoxNTkZMDIxMDISLCJpYXQIOJE10TYwMTcOMjksimp0aSI6lig3
MmFjODczLTdIZTctNDZhNiO4ANzIILTQ5ZjcwZjAXNDIWNSJ9.ZpNyjnBkfNAtBhTVVBVuUrZUYnwYgsDRSJgbszK7S14--

AW ealeAnD1 I7n 7 1ANMDASCUAVAY WA A/NDAD Ml laVEAND7E+ARIR AW A ZAKNEVAL I2ihEvninDh 7 atvh ditif il VAP EAV2T7AMRORADahe CTAAMRDmK ] 10 QVA IIEY .
Above token has a validity period of 3600 seconds and the token has fam_application_scope, default) scopes.

TEST RESET m

——1 Oo=nbe
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1. Try Out 28

O

|.
@10 https://localhost:8243/ URL =9l

- L.

2. Access Token ZEO| At & EE 20
=

API test console® X & AFESICHH, A &Y

9 Helloworld ... ...,

Try Out

Security

e b e (B
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https://localhost:8243/
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T
4. GET 2|2 22510 2| =

5. Try It Out > Execute =&

Servers

[ https:iocalhost:8243melio1.00 ~ |

default %

GET /* ™

No parameters

Responses

Code Description Links

200 No links
OK

{"hello" : "world"} 22l

O==Nlp



5. 7|2 Of7 | Bl k{9t =2 AN A

API Consumers

(App Users)
MAMAGEMENT PLANE DATA PLANE I I CONTROL PLANE
P —-—---- w L L -w
| APl Marketplace
. ,. . 1 K M
API Microgateway API Gateway Istio ‘k Kubernetes ey Manager
Publisher
]

API Developers and

I
I
I
I
I
I
Product Managers I
I
I
I
I

Il T . Traffic
9.9 Developer
"‘ Business Services Manager
Application Q —=u 3 -
= { L Anomaly
Develapere =13 s . ' < > Detection

Microservices  Legacy Services  Cloud Services  Serverless Workloads

Management Plane

= FR IS ;API Y, HUXHE

= AREAR ZEINEA ZE NS

= AMEX} ZEOME API M, 22, rate limiting 3 M8, 2 L|E{ 2, monetization X| A

= API Analytics CHA| 2 E7} ZotE[ Crfet H[=L|A QIAO|E K&
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A QA - API Publisher

= GUI 7|EF APl 74} 22| E
= AP 7HE BEAM3L HOF HAE 5 7|5 X|¥a

!

PUBLISHER

@> APl MANAGER ‘ £t APIs Scopes @ APl Products ‘ Q ®

SETTINGS €} ADMIN v

PizzaShackAPI :1.0.0 PUBLISHED B 2] [+ []
Created by: admin State GoTo View in DevPortal | Create New Version | Download APl | Delete
Overview Overview Last updated: 3 days ago
Design Con
Runtime Configurati...
Resources int & Published
+/ Endpoint [£ u
Created e Portal DA
Endpoints +/ Business plans [ in Dev Portal
Subscriptions
Lifecycle Metadata Configuration
API Definition Description This is a simple API for Pizza Shack online pizza delivery store Transports @ HTTP, HTTPS
Environmer Provider admin APl Security @ OAuth2
o Context: Ipizzashack

Local Scopes Access Control @ None

Version 1.0.0
Business Info

Type: HTTP Workflow Status
Properties Created Time 4 months ago Visibility on Developer Portal® Public

|8 Documents Last Updated Time 3 days ago Business Plans: Unlimited
> Test Console Business Owner Jane Roe Tags o

Technical Owner John Doe

Resources Endpoints

Jorder  (POST Production Endpoint https://localhost:9443/am/sample/pizzashack/vi/api/

/menu SN Sandbox Endpoint https://localhost:9443/am/sample/pizzashack/v1/api/

forder/{orderld) @GERD CRUT

Endpoint Security

&
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Administration
Finance

Marketing

Engineering

SEOAPI ReviewsAPI StockAnalysisAPI testAPI KeyWordResearch...
By : admin By : admin By : admin By : admin By : admin

1.0.0 /sea 1.0.0 Ireviews 1.0.0 /stackAnalysis 1.0 /test 1.0.0 /keyword
wersion Context wersion Context wersion Context wersion Context wersion Context

L8 8.8 & 1 8. 8.8 & L 8.8 8 & L. 8.8 8 & L. 8. 8.8 8
PeopleAPI CurrencyConverte... PhoneVerification PizzaShackAPI

By : admin By : admin By : admin By :Jane Roe

1.0.0 /people 1.0.0 [eurrencyconv... 1.0 /phoneverify 1.0.0 /pizzashack

Version Context Version Context Version Context Version Context

L8 8.8 & 1 8. 8.8 & L 8.8 8 & L. 8.8 8 &

On=nlp
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TH84 - API Analytics

WSO2 API Manager Ol A{ HZZ El AP
of CHslol 2A x| L.

. Chst POl EMS S8 HEL|A
QIAOIE £5 7hs

AP| Gateway
()

1
Events

Il

i

Display Statistics

Real-Time
Motifications

Analytics

Worker

——— P Database connection
———p HTTP connection

——————— P TP connection

Analytics
Database
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API Consumers

(App Users)
MAMAGEMENT PLANE DATA PLANE I I CONTROL PLANE
P —-—---- w L L -w
| APl Marketplace
. ,. . 1 K M
API Microgateway API Gateway Istio ‘L Kubernetes ey Manager
Publisher
]

API Developers and
Product Managers

1
.. [ ] Developer

Application
Developers

Microservices  Legacy Services  Cloud Services  Serverless Workloads

——————————————————————————————————————— Traffic
Manager

3 £= i.i ® @ < ‘;} Ano mgly

Detection

|
|
[
I
1
1
|
[
| - .
I Business Services
|

Data Plane
= HHEE APIZE ZE AH|R/AFEA SHE= A
= API EEO'” ot =5

= =
« HOHSOf ot =7 S HE
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T84 - APl Gateway

= WSO2 O A EE|Zl= APl SF0| CHS AEZ| ZQIE

= JWT token validation - signature, issuer, expiry time, & subscription

= APl MIX|Z pre-configured format 22 ZTEM A (e.g., JSON, XML, CSV etc.)
- Hot MM N T WAER MY

= HTTP, HTTPS X| &l

| Default chain . On-demand component - | Default chain |
< = < >
OAuth / Security Payload factory
Throttling Switching / conditional
Analytics Data mapping
Transports Message handlers mediators Message Transports
processors formatters

o0 (g

Gateway message flow

(2 T e Oe=nbe
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API Consumers

(App Users)
MANAGEMENT PLANE DATA PLANE I I CONTROL PLANE
P —-—---- -w L L -w
| APl Marketplace
0e0 ! Key M
@ _b API Microgateway API| Gateway Istio ‘k Kubernetes Y (_S_?;]ager
Publisher - g
]

API Developers and
Product Managers

1
.. [ ] Developer

Application
Developers

Microservices  Legacy Services  Cloud Services  Serverless Workloads

——————————————————————————————————————— Traffic
Manager

':';=l--\"'7. i-' ® @ <A;> Anomaly

Detection

|
|
[
I
1
1
|
[
| - .
I Business Services
|

Control Plane

= API security validation, API key generation, % rate limiting 238 &&
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T84 - Key Manager

= WSO2 APl Manager 9|
OFO|EE|E| M| S Xt

Request token Key

= Tok i T s [ ] Manager

i | DB
u u .U, basIC AUTN, utua

Access token q@

as well as API-Key based

Client Applications

authentication mechanisms X| &

API| Gateway

(]

Invoke API with access token
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T84 — Traffic Manager

" A|--8—X|-7|- API EEHT—LI %X'” Xl'oﬂl Traffic Manager

- AMEXITH APIQH OfZ2|H[0|M S B

iHlxl_O_"}" é)l-ol-é.-_l' A-I HlﬁO‘" E—I|:— APIGﬁteway <<Request events>> ’
X‘"—g—_é_l' 4\— %lE% 7|% Xl-?l;-l I:I(PD <<Rate limiting decisions>>
<
(@)

=
= HOFALDO| CHSE API EQF HE

®
S
Rate Limiting
Policies

Admin Portal

s
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= WSO2 website: https://wso2.com/

= WSO2 APl Manager Download: https://wso2.com/api-management/

= WSO2 APl Manager Document: https://wso2.com/wso2-documentation

= WSO2 Community: https://wso2.com/community
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